An toan Thong tin
trong Giao duc

An toan thong tin la yéu t6 quan trong trong gido duc, bao vé thong tin hoc

sinh, gido vién va mang ludi trudng hoc.

Céc cong cu bao mat nhu phan mém chén truy cap doc hai, VPN, phan mém
quan ly méat khau va trng dung chat an toan gitip dam bao an ninh mang.

St dung nhitng cong cu nay mang lai nhiéu lgi ich: truy cap thong tin dé dang,
giao tiép hiéu qua, nang cao ky nang so6 va bao vé thong tin ca nhan.
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Tam quan trong cua an toan
thong tin

1 Nam vitng kién thirc 2 Bao vé thong tin
Gilp cén bo gido vién hiéu vé Biét cach bao vé thong tin
céc nguy co truc tuyén, chang quan trong cta hoc sinh va
han nhu lira ddo truc tuyén, tin nha trudng, chdng han nhu
tac, va ndi dung doc hai. thong tin ca nhéan, diém so, va

hé so hoc sinh.

3 M0i truong an toan
Tao moi truong hoc tap an toan, tranh céc rui ro tryc tuyén nhu bat nat
truc tuyén, chia sé thong tin ca nhan khong phu hop, va tiép can noi
dung khéng phu hop.




Cong cu an toan thong tin
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Phan mém chan truy cap doc hai
Ngan chan hoc sinh truy cap vao céc trang web doc hai, bao vé ho khdi cdc méi nguy hiém truc

tuyén.
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Phan mém quan ly mat khau

Gilp hoc sinh tao va quan ly méat khau manh, tdng cudng bao mat tai khoan céa nhan.
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N Ung dung kiém tra thong tin

Ho tro hoc sinh xac minh do tin cdy cua thong tin trén mang, tranh bi Itra dao truc tuyén.



Phan mém chan truy cap doc
hai

Mtrc d6 an toan Nhan thic an toan

Phat hién va chan trang web doc Hudng dan hoc sinh cai dat va
hai, phan mém doc hai, email cap nhat thuong xuyén.
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May chu ao riéng (VPN)

Muc do an toan

VPN ma hda két noi internet cta ban, gitp bao vé
thong tin cd nhan cda ban khoi bi truy cap trai phép khi
ban s&r dung mang cong cong hoac mang Wi-Fi khong
an toan. Diéu nay dac biét quan trong khi hoc sinh truy
cap vao céc trang web c6é chira thong tin nhay cam
nhu diém s0, h6 so hoc sinh hoéc théng tin tai chinh
ca nhan.

St dung an toan

Hay khuyén khich hoc sinh str dung VPN khi két noi
mang céng cdng, chang han nhu khi truy cap mang Wi-
Fi tai quan ca phé, san bay hodc nha hang. Ngoai ra, str

dung VPN khi truy cap vao cac trang web cé chura dir
liéu nhay cdm nhu théng tin tai khoan ngan hang,
thong tin ca nhan hoac tai liéu hoc tap quan trong.
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Nhan thiac an toan

Hay hudng dan hoc sinh cai déat va kich hoat VPN
trude khi truy cap mang, dac biét Ia khi sir dung mang
cong cong hodc mang khong dugc bao mat. Diéu nay
gitp bao vé ho khoi cdc madi nguy hiém truc tuyén nhu
tan cong lra dao, tin tac va danh cap thong tin ca
nhan.



Phan mém quan ly mat khau

Muc do an toan

Gilp tao va quan ly mat khau manh mé,
khé doan va duy nhat cho tirng tai khoan
truc tuyén cda hoc sinh.

Nhan thirc an toan

Hudng dan hoc sinh tao méat khau manh,
tranh st dung ngay sinh, tén ngudi than
hodc céac thong tin dé doan. Can khuyén
khich ho s&r dung phan mém quan ly mét
khau d€ luu trir va quan ly an toan cac mat
khau cta minh.

St dung an toan

Khuyén khich hoc sinh st&r dung phan mém
quan ly méat khau dé tdng cuong bao mat
tai khoan ca nhan va giam thiéu nguy co bi
tan cong mang. Ngoai ra, gido vién ciing
c6 thé st dung phan mém quan ly mét
khau dé bao vé théng tin ca nhan cta hoc
sinh, chang han nhu diém s8, h6 so hoc
sinh va céc dit liéu nhay cam khéc.



Ung dung chat an toan
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Muc do an toan Nhan thire an toan
Cung cap tinh ndng ma hoa cudc tro Hudng dan s dung trng dung chat an
chuyén, dam bao riéng tu. toan, khong chia sé thong tin quan

trong.

St dung an toan

Khuyén khich st dung dé giao tiép vdi
dong hoc hoac gido vién.



Uu diém cua cong cu an toan

1 Bado vé thong tin 2 Giam nguy co
Giup bao vé thong tin cé nhan Giam nguy co bi tan cong truc
cua hoc sinh va giao vién. tuyén va danh cap di liéu.

3 M0i truong an toan

Tao moéi trwong truc tuyén an toan cho hoat déng hoc tap.




Truy cap thong tin de dang

Tai liéu hoc tap Hop tac truc tuyén

Dé dang truy cap thong tin va tai liéu hoc tap tir khap noi. Tao diéu kién thuan lgi cho viéc nghién ctru va hoc tap nhém.



Giao tiép va hop tac

Email DIEHGEN
Giao tiép nhanh chéng va hiéu Trao d6i y kién va thao luan trén
qua qua email. céc dién dan truc tuyén.

Ung dung hop tac

St dung céc rng dung hop tac truc tuyén dé lam viéc nhém.
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Nang cao kién thic va ky nang
sO

1 Hoc truc tuyén

Tham gia cac khda hoc truc tuyén dé nang cao kién thirc.

2 Ung dung gido duc

S dung céac rng dung gido duc dé phat trién k§ nang.

3 Tai nguyén s6

Khai thac tai nguyén s6 dé mé rong kién thic.



Bao vé thong tin ca nhan
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Mat khau manh |

S dung mat khau manh va khong chia sé.
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Xac thuc hai yéu t6

Kich hoat xac thuc hai yéu t6 cho tai khoan quan trong.
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Gilr thong tin riéng tu

Han ché chia sé thong tin ca nhan truc tuyén.



An toan khi duyet web

Kiém tra URL

1 Hay dam bao ban dang truy cap vao trang web chinh xac trude khi cung cap bat ky thong tin ca nhan nao. Vi du: hay
ki€ém tra k¥ dia chi website (URL) dé tranh céac trang web gia mao hoac déc hai.

Tranh lién két la

y) Hay than trong véi céc lién két tir nguon khéng rd rang hodc dang ngd. Ching cé thé dan ban dén céc trang web doc hai
hodc lira ddo, chang han nhu céc trang web chira phan mém ddc hai hodc céc trang web Iira ddo nhdm danh cap théng
tin ca nhan.

Cap nhat phan mém
3 Ludn cap nhét trinh duyét web va phan mém bao mat cla ban |én phién ban méi nhat dé bao vé chdng lai cac mai de
doa mdi. Cac ban cap nhat thuong bao gom céc ban va 16i bao mat giip ngan chan céc cudc tan cong mang mdi.



Phuong phap truyén dat an

toan thong tin
Chuong trinh dao tao
Tai liéu hoc tap
Vi du thuc té

Thao ludn nhom

Cung cap kién thirc, k§ nang vé an
toan théng tin

Sach gido trinh, bai giang vé an
toan théng tin

S dung truong hop thuc té dé
giang day

Tao co hoi trao doi, dé xuéat giai
phap




Ho trg tir nha trudong

1 Cung cap tai nguyén 2  Cap nhat thong tin
Nha truong cung cap céc tai Dam bao thong tin vé an toan
liéu va tai nguyén can thiét, thong tin luon duoc cap nhat,
bao gom séach gido trinh, bai chang han nhu théng tin vé
giang vé an toan thong tin, vi cac moi de doa mdi, cac ban
du thuc té, va céac cong cu ho va 16i bao mét, va cac chinh
trg cho giao vién. sach an toan mdi nhat.

3 Ho tro gido vién
Nha truong tao diéu kién cho gido vién thuc hién cac phuong phap
truyén dat an toan théng tin hiéu qua, chang han nhu t& chirc cac budi

dao tao, thao luan nhém, va chia sé cac tai liéu hoc tap.




